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European Commission and the
US announcement on basic
principles of new trans-atlantic
framework to replace Privacy
Shield

On 25th March 2022 the European Commission and the Uni-
ted States in a joint statement at the highest political level

announced an agreement on the principles of a new Trans-
Atlantic Data Privacy Framework with regard to their transfer
from the European Union to the United States. This new fra-
mework could put an end to the nearly two-year period of le-
gal uncertainty in which thousands of companies have found
themselves after the Court of Justice of the European Union
in the Schrems Il decision of July 2020 annulled the so-called
Privacy Shield — agreement between the EU and the US, on
the basis of which personal data was transferred from the EU

to the US for commercial purposes.

Trans-Atlantic Data Privacy Framework and its announced
basic principles reflect more than a year of ongoing negotia-
tions between the EU and the US. It should provide a lasting
basis for the flow of data between the EU and the US, so as
to provide adequate protection for the rights of data subjects,

for which the Privacy Shield has just been abolished.

The details of the framework itself are now unknown. The ba-
sic principles summarized in the information document of the

European Commission and the White House are:

A new set of rules and safeguards limiting access of US
intelligence agencies to personal data only to situations
that are necessary and proportionate to national security
requirements;

A two-tier independent redress mechanism to investigate
and resolve data subjects' complaints, including the pos-
sibility of subsequent judicial review;

Strict obligations for importers of personal data from the
EU - certification will continue to be required, as in the
case of the Privacy Shield, through which companies will
prove their commitment to compliance with the principles
of personal data protection and their secure processing.
The certification is likely to be administered again by the
US Department of Commerce.

And what will be next?

The trans-atlantic legal framework is certainly a desirable
step, as the transfer of personal data from the EU to the US
is now very difficult as a result of Schrems Il. It requires com-
panies to carry out detailed Data Transfer Impact As-
sessments in addition to the standard contractual clauses in
order to determine whether transferred personal data will be
provided with an adequate level of protection and security
and to take additional measures to mitigate the identified
risks. However, these risks, especially given the competen-
cies of US intelligence agencies with regard to access to EU

| EEA citizens' personal data, cannot be reliably ruled out.

Past experience with the predecessors of the transatlantic
framework, which, in addition to Privacy Shield was also Safe
Harbor, shows that it is likely to take months for these proclai-
med principles to take the form of binding legal instruments
to be adopted on both sides of the Atlantic to put the prin-
ciples into practice. The European Commission will need de-
tailed documentation from the US setting out the measures
taken to address the issues raised in the Schrems Il decision.
The European Commission will then prepare and publish a
proposal for a decision on the adequacy of personal data pro-
tection (so-called adequacy decision) pursuant to Article 45
of Regulation 2016/679 of the European Parliament and of
the Council (EU) of 27 April 2016 on the protection of indivi-
duals with regard to the processing of personal data and on
the free movement of such data and repealing Directive


https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2087
https://ec.europa.eu/commission/presscorner/detail/en/FS_22_2100
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-european-commission-announce-trans-atlantic-data-privacy-framework/
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95/46/EC (General Data Protection Regulation, "GDPR").

Once the draft adequacy decision is published, the next step
will be taken by the European Data Protection Board
("EDPB"). According to Article 70 of the GDPR, the EDPB wiill

"provide the Commission with an opinion to assess the
adequacy of the level of protection”.

Although such opinion is not binding, it plays an important
role. In its opinion, the EDPB may ask the Commission to cla-
rify certain points or may indicate areas that it considers do
not comply with the rights guaranteed by EU law. It is not pos-
sible to know in advance how the EDPB will react to the draft
adequacy decision, but it is possible to rely on the documen-
tation of its predecessor - the WP 29 working group, which
published the Reference Framework for Adequate Protection
in 2017. The aim of this document was to set out the basic
data protection principles that a third country's legal frame-
work must contain in order to be substantially equivalent to
the EU framework, thus providing guidance to the European
Commission and the WP29 on the assessment of data pro-
tection levels in third countries. The EDPB has recently up-
dated this reference framework by issuing Guideline 2/2020
on the transfer of personal data between public authorities
and public bodies inside and outside the EEA. It is therefore
likely that the EDPB's opinion will be based on these guideli-
nes previously issued by it. The Commission then has to deal
with the EDPB's opinion and further subject the draft
adequacy decision to the scrutiny procedure of the EU Mem-

ber States' Committee.

It is therefore clear that some time will pass before we have
a new tool for transferring personal data from the EU to the
US. And given the statements of some data protection acti-
vists, it can also be expected that even after the European
Commission's final decision on adequacy, this decision is li-
kely to be re-submitted to the Court of Justice of the European

Union for review. Therefore, it is appropriate to continue to
use standard contractual clauses as a tool for the transfer of
personal data to the US and to carry out a detailed as-

sessment of the impact of the transfer of personal data.
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The information contained in this bulletin is presented to the best
of our knowledge and belief at the time of going to press. Howe-
ver, specific information related to the topics covered in this bull-
etin should be consulted before any decision is made. The infor-
mation contained in this bulletin should not be construed as an
exhaustive description of the relevant issues and any possible
consequences, and should not be fully relied on in any decision-
making processes or treated as a substitute for specific legal ad-
vice, which would be relevant to particular cicumstances. Neither
Weinhold Legal, v.o.s. advokatni kancelaf nor any individual la-
wyer listed as an author of the information accepts any respon-
sibility for any detriment which may arise from reliance on infor-
mation published here. Furthermore, it should be noted that
there may be various legal opinions on some of the issues raised
in this bulletin due to the ambiguity of the relevant provisions and
an interpretation other than the one we give us may prevail in the
future.
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