European Court of Justice
says NO to the Safe Harbor
regime for the transfer of
personal data to the USA

On 6 October 2015, the European Court of Justice ruled

in the case of Maximillian Schrems vs. the Data Protec-
tion Commissioner; in its ruling, the Court found Com-
mission Decision 2000/520/EC of 26 June 2000, stating
that the United States Safe Harbor regime provides an
adequate level of protection within the meaning of Di-
rective 95/46/EC on the protection of individuals with
regard to the processing of personal data and on the free

movement of such data (the “Directive'), to be invalid.

The Directive stipulates that personal data may be trans-
ferred to a third country if, among other reasons, that
third country assures an adequate level of data protec-
tion. The Directive further stipulates that the Commis-
sion may rule a third country has provided an adequate
level of personal data protection pursuant to its domestic
regulations or international commitments. Every Member
State shall designate one or more of its public authorities
to oversee adherence to requlations adopted by Member

States under the Directive.
Grounds for the ECJ ruling

The question here was whether the Commission's
decision provides an adequate guarantee of the pro-
tection of personal data transferred to third coun-
tries (i.e. countries that are neither EU Member
States nor members of the European Economic Ar-

ea), or whether the decision compromises the au-

thority of individual Member States and impairs their
ability to effectively control the movement of per-

sonal data.

The ECJ gave as its first reason that no provision of
the Directive prevents national supervisory authori-
ties that oversee the movement of personal data to
third countries from exercising this oversight, de-
spite the existence of the Commission decision.
Thus, even though the Commission issued this deci-
sion, national authorities must be able independent-
ly to assess whether the movement of data to a third

country is in compliance with the Directive.

The next reason for vacating the decision was that
the Commission failed sufficiently to investigate
whether the United States provides an adequate
level of protection of information in compliance with
the Directive, but only performed a review of the so-
called Safe Harbor plan. The ECJ stressed that the
US legislation does not afford individuals: a) ade-
guate means of access to their own personal data, b)
the option of deleting such data, or ¢) the basic right
to effective judicial protection. The ECJ deems it a
significant problem that US authorities have greater

access to these data than is strictly necessary.

The final reason that the ECJ found the Commission
Decision on the Safe Harbor regime to be invalid is
that the Commission does not have the right to re-
strict national supervisory authorities in the matter
of when a third party shall rely on whether the deci-

sion complies with the protection of the privacy and



fundamental rights and freedoms of individuals.
Impacts of the ruling

Entities that transfer personal data to the USA and
rely on the “Safe Harbor" status of the recipients of
such data should pay careful attention to the ECJ
decision with particular regard to the fact that the
ECJ supported the power of national supervisory au-
thorities to protect personal data (in the Czech Re-
public, the Office for Personal Data Protection) and
to review and suspend the transfer of personal data,
and found the Commission decision on the "Safe

Harbor" regime to be invalid.

The ECJ ruling greatly complicates the transmission

(transfer) of personal data to the USA.

The ECJ ruling may impact users of social networks
and cloud services (including e-mail) whose provid-

ers have their data storage in the USA.

In practice, the “standard” method of transferring
personal data pursuant to national legislation shall
have to be applied (in the Czech Republic, the Per-
sonal Data Protection Act) in cases of the transfer
of personal data to the USA: where no restriction on
the free movement of personal data ensues from an
international treaty, or where personal data are
transferred based on a decision of an EU authority
(e.qg. in a standard contractual clause), such transfer

will call for Personal Data Protection Office consent.
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The information in this Bulletin is correct to the best of
our knowledge and belief at the time of its publication.
Specific advice on matters should be sought, however,
before any decisions are made. Nor should the infor-
mation in this Bulletin be considered an exhaustive
treatment of the given issue or its potential ramifica-
tions. We also note that differing legal opinions exist
regarding some of the matters addressed in this Bulle-
tin due to ambiguities in the respective legislative pro-
visions. Thus, an interpretation other than the one

provided here may prevail in the future.

For more information, please contact your usual part-

ner/manager or the following Weinhold Legal attorneys:

Martin Lukas

Attorney

martin.lukas@weinholdlegal.com

Jan Turek

advokat

jan.turek@weinholdlegal.com
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